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THE TRUTH ABOUT

Vehicle Armor

hat vou could call themod-
ermn armored car industry®
really  started  in  the
mid-1970s with curved bal-
listic CHEM replacement glass. This made
armored vehicles look like a standard
vehicle as opposed to flat glass wind-
shields found in money carriers (like a
Brink’s truck) that were an instant tip-off.
Protection could be accomplished without
letting everyone know about it, and orders
started coming from corporate Armerica.
Most of these vehicles were for use by
ewecutives and their families in overseas
markets like Bogotd, Tel Aviy, Mexico City
and Cairo, where the threat of kidnapping
and random violence was high,

And then came September 11th.

Security directors of large enterprises
no longer had to beg for protection budg-
ets for people and facilities.

This was good news and bad
news. Security directors found
that their preaching had finally |7 .
been recognized as warranted. i
The bad news: Even though they
advocated armor, many security
executives were il prepared to
implement an armoring program,

Armoring
resources limited

There is no armoring textbook
to guide security directors; many
turn to the Internet. But there's
no vetting process for armor-
crs, and there are no govern-
ment safety or inspection
standards. Hipsters, huck-
sters and all manner of imita-
tors attempl o take advan-
tage. The problem is com-
pounded by unaware buyers who
relied on the hype; the difference is that
the results can be lethal.

Take the case of a Fortune 100 firm that
needed armor in various foreign locales.
After some inilial investigation, they dis-
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cerned that most markets would dictate
high handgun-level protection and a few
needed rifle protection. They initiated
contact with some self-styled “armorers”
on the Web and got price quotes for Level
4 and Level 6 armor for the type of vehi-
cle they wanted to buv. Specifications
were provided by the armorer and the
pricing appeared reasonable,

But later on, when the author's consult-
ing frm became involved, the security
director was in for a few surprises. For one,
the armor levels specified by the so-called
armorer had no relation to accepted inter
national standards, The bid said “Level 47
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when it should have specified CEN B4
level, which is the highest handgun stan-
dard based on the Ceintral European Norm
and recognized worldwide, The interna-
tional standards specify what type of bul-
let, muzzle velocity, kinetic joules of ener-
gy, distance from target and how many
impacts it must defeat in a specified space.
The wannabe armorer created a*Tevel 47
which would not meet international defeat
standards. The nfle level armorer commit-
ted the same deception and, in fact, had
never built any vehicle at the CEN Bo level,
The armorers had never tested one of
their cars and, in fact, did not even batch
test their raw materials for ballistic com-
pliance. In other words, they accepted the
materials they purchased and never
determined if they would actually
defeat the bullets the client thought
they were protected from. Was this
an isolated case? Sadly, no; it hap-
pens every day and has for years,

A solution
There really is no armoring
school or template for selecting,
crdering and building through an
ATMOTING COMmpany.

Once the end-user knows what to
order, he or she must then determine that
what's ordered is what's delivered; the
armoring process has to be audited

on-site with hands-on inspections.

Materials have to be certified and
batch tested. Seams and gaps in the

i armor have to be identified

i and corrected. Pavloads and

v o reinforcements  must  be

. examined. The check-sheet
is lengthy and, unfortunately,

There are 13 essential points to
consider when armoring a vehicle,
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CHECK UNDER VEHICLES, TOO

Armoring vehicles is an important step
for many multi-national enterprises. But
there is also the threat of vehicles contain-
ing contraband or explosives, whether
they are company cars or visitors.

Often, security officers physically
inspect vehicles or use mirmors to look
under the car or truck or bus. Technology
has advanced the inspection process.

Vehicle Inspection Technologies, Sterling,
Va., has some unique technology it's deliv-
ered to clients including an Und-Aware
LIVSS 400 Series product to the Kingdom of
Saudi Arabia. Und-Aware includes above-

and below-ground, fixed and portable sys-
tems ranging from two to eight cameras to
scan the full width of any size vehicle.

Drive over cameras

The Und-Aware AG-400 provides eight
high-resalution NTSC color camera images
for sharp detail over a full B-foot wvehicle
width, Four separate base assembly units
incorporate what the company calls AirWash
components, lights and readily replaceable
camera modules. Special end modules pro-
vide a smooth ground transition, or connect
to a cable management system.

there is no PR up |1_';‘|rn|'1’:3_: curve; it has
to be right the first ime.

Oine obvious option is to purchase a pre
armored car from a well-known automo-
bile manutacturer. But most manufacturers
do not make this modification. One of the
oldest and best armorers is Mercedes-Berg:
a special factory has armoring run by very

BUYER'S CHECKLIST

skilled craftsmen who extensively test the
product. Does this solve the problem for
enterprise security directors? Not really. In
many markets, the high cost and thus small
number of (Mercedes) vehicles in operation
quickly identifies the driver as wealthy and
important. In essence, the car makes tar-
geting easier. .

A checklist could be three times this long but if you are considering armoring, allo-

cate time and resources to:

B Educate yourself on ballistic standards and armor defeat levels.

B Deterrnine yvour true threat level for the locale under consideration.

¥ Construct a detailed RFQ and ask for specific international armer standards, type of
materials to be used {both opaque and transparent armor), weight addition (at net)
of armor vs. vehicle payload, warranty information, testing protocols,
laboratory certifications of tested materials and a list of referrals for starters.

M Be highly analytical of all infermation received on bids - compare every detail and

get clarification when you have doubts,

M Visit the armorer in person prior to awarding the bid. Audit the factory and view
other vehicles under construction. Get sample materials firsthand,
B Award fees on a performance basis; make payments upon completion of stages,

An integrated unit within the security
facility controls the cameras and AirWash
in full A-7& (minimum-man) compliance.
The control system features open architec-
ture software for easy integration with
existing security installations. Touch screen
option, biometrics integration, data ware-
housing, data mining and customized
reports are options.

“The first challenge we faced was to
make a system that worked no matter
what the weather,” said Bill Peterson, Und-
Aware designer. Weather in Saudi Arabia
can cause undue strain on components
that already run "hot.” For this reason, the
“cool” white LED lights will keep mainte-
nance to a minimur.

You can armor cars but don'T forget to ook under
veficles for hidden contraband and explosives.
Emerging technology uses security video,

Armoring is a complex task invalving
physics, kinesiology, ballistic science and
materials all related to the mission of the
vehicle. For example, let's say you have a
facility in the Middle East that is a poten-
tial threat zone and your executives’
vehicles are not protected. Here's just a
few of the items you need to consider to
implemeant an armoring program:

What vehicle will meet business use

standards, blend in locally (units in

operation, or U0 count) and can

handle the weight and payload
required once armored without
viclating OEM safety standards?
What level of armor is needed?

What builder can certify its armoring
and provide a reliable warranty while
not violating the OEM warranty?
How do you implement a RFQ? What
specifically should be detailed?

What about duties and use

taxes locally?

What about servicing the

vehicle in-market?
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